Steganography is the art of concealing the existence of a secret data in a non-secret digital carrier called cover media. While the image of steganography methods is extensively researched, studies on other cover files remain limited. Videos are promising research items for steganography primitives. This study presents an improved approach to video steganography. The improvement is achieved by allowing senders and receivers exchanging secret data without embedding the hidden data in the cover file as in traditional steganography methods. The method is based mainly on searching for exact matches between the secret text and the video frames RGB channel pixel values. Accordingly, a random key-dependent data is generated, and Elliptic Curve Public Key Cryptography is used. The proposed method has an unlimited embedding capacity. The results show that the improved method is secure against traditional steganography attacks since the cover file has no embedded data. Compared to other existing Steganography video systems, the proposed system shows that the method proposed is unlimited in its embedding capacity, system invisibility, and robustness. The system achieves high precision for data recovery in the receiver. The performance of the proposed method is found to be acceptable across different sizes of video files.
Introduction
In our everyday routine, ensuring the confidentiality of digital information is essential. As the use of the Internet grows, secret information is also required to be secured [1] . Exchanging sensitive data without intruders ' protection is fatal. Consequently, the transfer of sensitive data or secrets must not depend on existing communication channel protection technologies [2] [3] . Additional data protection steps should be taken. Military and industrial sectors are looking for a robust technique to protect their data from intrusion or modification. Two methods are used to protect data, cryptography, and steganography. Cryptography is utilized for encoding data in view of some mathematical equations. It is extensively used to make sure that the data is being traded over the Internet, where it is susceptible to attacks leading to detecting the information quickly. The secret information in cryptography is secured using two common keys, the public key and the private key which is unreadable [4] . Attackers can make the data legible by breaking the keys and using their mathematical calculations. Another technique is therefore needed to ensure secure data trading over open channels without any suspicions arising [5] .
Steganography is a method based on the secretiveness of a message. Secret information loaded into the digital file is entirely different from the conception of encryption [6] [7] [8] . Both sender and recipient can agree on a stego key on the extraction stage. Secure steganography approaches should meet specific characteristics, including imperceptibility/invisibility, payload/capacity, and robustness [9] . Imperceptibility implies a perception and a statistical detection of the hidden message knowing that the aim is to keep a strategic distance from any suspected attacker. The quality of the cover files should therefore not be altered, distorted, or delivered between the embedding processes [10] . The capabilities are the measurement of secret information which is concealed in the cover medium without significant statistical or visual changes [11] . The capacity is expressed in bits per pixel, while the percentage is expressed as the maximum hidden capacity. Lastly, image manipulation robustness is considered a significant problem, as the stego medium traverses a communication channel up to its destination. Meanwhile, intentionally or unintentionally an image manipulation such as cropping, resize, and rotation could happen. The incorporation algorithm or method is robust to prevent deliberate or unintended manipulation [12] .
An enhanced video steganography method is proposed in this paper. As in other traditional techniques, our approach does not include secret data in the cover file. The entire Exact Matches (EM) between video frame pixel RGB values and secret text is instead detected by the method. Random key-dependent data is generated and used to recover the secret text. The rest of this paper, however, is organized as follows: Section 2 discusses the related work. The proposed method is set out in Section 3. Section 4 discusses the results, while Section 5 shows the conclusion.
Related Works
This section presents particular works carried out by previous researches to understand the approaches involved. Based on the non-uniform rectangular partition, [13] proposes a video steganography method. The way is to hide the secret video into a host video stream with almost the same size. Each frame of the secret video is a non-uniform rectangular partition. The obtained partitioned codes are encrypted versions of the original frame. These codes are hidden in the least four significant bits of each frame of the hosting video. The results of the experiment show that the algorithm can hide the video of the same size without distortion in the hosting video. The DE-interlacing between the video and the RE-interlacing of the video will have an impact on video quality. Modifying the frame pixels will change the quality of the video by breaking the imperceptibility/invisibility and robustness characteristics.
In [14] , a video/image steganography technique is presented. The method encrypts the secret message earlier the embedding process. The video file DE-interlaces and converts the images to Joint Photographic Experts Group (JPEG), where each image is divided into blocks of size (3 by 3) pixels. The purpose of searching for each block is to find the minimum pixel value in each block (Pmin). The technique modifies the block pixels' value by finding the distance (d) between (Pmin), and each pixel value (P) at the same block, by subtracting (Pmin) from each pixel at the block (d = P -Pmin). The small values are obtained from the adjacent pixels that have closer values. The technique finds the largest value of (d) for each block (dmax).
Consequently, a bit by bit insertion is carried out and swaps (N) with the rightmost bits of (N) leftmost places. Upon completing the embedding process, the entire image blocks are grouped to form the image back and interlace the images again. Results show that the quality of the stego-video file and the image are low.
Video steganography randomization and parallelization are methods of steganography introduced by [15] . This process encrypts the data in randomly selected frames before the embedding process with a specific key. The Feedback Shift Register (FSR) uses a pseudo-random number generator to eliminate any repeated frames in the embedding process. Data encryption is done by splitting it into equal parts (m) and then XOR'ing with the secret key. Consequently, the result value is hidden by the Least Significant Bit (LSB) method in the randomly selected frames. In the extraction process, the pseudo-random number generator and the FSR identify the selected frames of the embedding process. The secret data is extracted and decrypted accordingly. However, as the method modifies the pixel values using the LSB method, this method is subject to steganography attacks. This method also does not clarify the location of the pixels used in the process of embedding.
A hybrid approach of edge detection and the identical match is used for hiding a secret message inside the video as presented in [16] . The proposed method is a combination of the 4LSB substitution method and the 2-bit identical match (ID). The first phase of this method is to DE-interlace the video into frames and randomly select some frames as covering images, which can embed the secret message behind the edge pixels. The edges are used to hide the secret information since the edges are extremely sharp, and their pixel's intensity values change frequently. The secret message is encrypted using the RSA encryption algorithm before the start of the embedding process. The test results show that this approach achieves high imperceptibility performance and a high hiding capacity and security for the video steganography process. The main fault of the method is that it modifies the pixel frame values, which change the quality of the video by disrupting the imperceptibility/invisibility and robustness.
In [17] , data hiding and extraction is suggested for Audio Video Interleave videos, that embeds the image in Bitmap Image File, that has the secret data in a frame of the video by segmenting the bytes of the secret image and insertion them in the video frame providing a higher level of encryption. The proposed technique delivers two-level encryption, thus to decipher the data, how the secret image is initially decomposed, and the frame in which it is embedded should be identified. The quality of the secret image embedded and the size of the video is not changed before and after encryption of the secret data.
EMA-RKDD: UN-Substituted Video Steganography System
In most fields of Stego -key design and steganographic method, the power of Steganoanalysts and their progress in mathematical sciences and steganography have broken many steganographic systems. In contrast to the researchers, this evolution in the science of stegano -analysis has reacted to the development of steganography protection algorithms to ensure the highest level of protection for users. The key-dependent generation process, therefore, provides the security of the proposed video steganography as it is based on matching the secret value with the video pixel in which any video pixel value remains unchanged: the Stegovideo produced as an original copy, though.
The proposed UN-Substituted video steganography system is aimed at enhancing existing traditional video steganography systems. Its abbreviation is EMA -RKDD, where the EMA is the Exact Matching Algorithm, and the RKDD is the Random Key -Dependent Data. The system emphasizes two primary goals. The first goal is not to alter the selected video to meet the Steganography systems ' imperceptibility attribute. The second goal is to propose a highcapacity information hiding methodology. The main idea behind EMA -RKDD is to find the complete, exact matching of the secret text (message) between the RGB values of the pixels of the extracted video frames. Then generate a Random Key -Dependent Data (RKDD) that is used as part of the recovery process of secret text. From many steganographic perspectives, the proposed system is more efficient than conventional steganographic systems EMA -RKDD system is shown in Fig. 1 . The system is made up of two parts. These parts cover the sender and receiver. The system starts from the receiver that generates a public key using Elliptic Curve Cryptography. The sender will receive the key from the public. The transmitter system has three main phases. The first phase is the initialization and preprocessing phase. The user selects the necessary video and secret data. The system then begins with the frame extraction process, then converts the secret text into its ASCII code representation, then divides it into several chunks. The second phase focuses on finding the exact matches between the selected video frames ' RGB values and the secret text's ASCII codes. The output of this phase is a list of matched pixels, RGB values, and location of secret text.
Also, the output of this phase is used in formulating the Random Key Data Dependent (RKDD). The sending system is considered to be part of the third stage by the generation of RKDD. The previous stage output is used in this phase for randomly creating the RKDD. During this stage, the last output phase is used to generate the RKDD randomly. The stegostick (RKDD) is ready for the following process. Huffman Encoding is used to compress the setgo -key for size reduction. The key is then encrypted with the Elliptical Curve (EC) encryption algorithm [18] then submits to the receiver.
The receiver uses the public key provided by the Elliptical Curve. The receiver takes all necessary steps to retrieve the secret text. The receiver must select the same video the sender has used; the receiver decrypts the data to make the secret text after deciphering the key.
Finding the Exact Matching (EM) between the Frames and Secret Message
As mentioned earlier, this section describes the process of the video frame extraction process and finding the EM between the video frame's RGB values, and the secret text.
Frames Extraction Process

Frames Randomization Process
A pseudo-random number (PRNG) generator is used to randomly select frames to be used as a covering medium [20] . The Lehmer Pseudo-Random Number Generator (LPRNG) is the basis for using many different generators of random numbers today. The random number generation LPRNG algorithm (also known as the Linear Congruential Generator) is defined in terms of two fixed parameters (large prime integer and integer). The LPRNG Pseudo-Random Number Generator (PRNG) is only used with the linear function, and we assume that only primary (real integration) numbers are used. Also, frames number are an integer in any video. The generators of LPRNG include three integer parameters (a, b, m) and an initial seed value (x 0 ) [21] . Defines the integers sequence based on the following in Equation (1):
x n+1 = (ax n +b) mod m (1) Where, x n is the x th Number in the sequence m is a prime integer a, b integers 2……m-1 As an example by using (a=7, b= 0, m= 5, and x 0 =1), the sequence begins with (2, 4, 3, 1, 2…), which includes the entire values of (1…….m-1) . The multipliers (a, b) and the prime modulus (m) must be properly selected for a maximum length sequence. The bad selection will provide an output of a short or poor sequence. The system uses the total number of frames after performing the extraction process as modulus (m) because the sequence length is (m-1) so that the entire extracted frames are included. To avoid the repetition in the selected frame; the first sequence is taken by excluding the last number (m-1). Fig. 2 demonstrates the process of the frame randomization process. 
The Secret Data Splitting Process
To enhance the proposed system security, as an intruder finds it challenging to anticipate randomization process frames and how secret data are divided into small chunks. After finishing the frames' extraction and randomization processes, the secret data are divided into different chunks, which are suitable for the number of extracted frames. The purpose of splitting the data into different chunks is that EMA-RKDD assigns one chunk for each frame in the searching process. Also, to ensure that one character is not allocated to a framework. A single frame should have at least two characters assigned. This action reduces the searching time in the first place. Moreover, this process will keep the entire characters included in the searching process, and if any character(s) is not caught in a frame (s), it can be found in the other frame (s). Upon the accomplishment of the searching process, the EMA-RKDD will discard the whole matches of the repeated characters by only taking one match for each repeated character. The system calculates the total length of the secret text, and then divides the length of characters by the number of the desired chunks (n), as in Equation (2).
Number of Chunks= Total Numbers of Characters/m-1 (2) Where, m: Number of selected frames Number of Chunks × (m-1) < Total Numbers of Characters However, the number of the selected frames (m-1) does not precisely divide the characters' length; then the process ends up with an extra smaller chunk (reminder) at the end. The next step of the system is the pre-searching process. Its goal is to assign each secret data chunk to a selected frame as shown in Fig. 3 . Start the process of finding matches between the secret text and the values of extracted frames (RGB), which will be explained in the next subsection. The search time is reduced by parallelization and randomization methods. They will improve system security by making it difficult for any intruder to anticipate the randomization and splitting method frames. It's important to note that the video issue won't be built up again. Another copy will be sent to the opposite side of the un-replaced the video. 
Finding the Exact Matching (EM) between the Frames and the Secret Message
The system reads the RGB frames as a form of decimal values stored in a single -dimensional array. The secret text is converted into the representation of the American Standard Code for Information Interchange (ASCII). The algorithm Brute Force is used to determine matches between the RGB decimal frames and the secret text [22] . The brute force is one of the patterns matching algorithms. The searching process is conducted between each text chunk and its assigned frame, as shown in Fig. 4 . After completing the searching process, the proposed system will return the following values as a list, where this list is used in the key generation process as follows:
1. The matched pixels locate the (x, y) values in each frame.
2. The frame number in which the matched values are located.
3. The locations of the characters in the original secret text. EMA-RKDD returns the character (s) and its index into the secret text. When there are, no matches found the system changes the color channel to Green (G) and restarts the whole searching process. It is possible may switch to the Red (R) channel and restarts the searching process. As for now, the first phase of this system is completed. The algorithm of brute force is used to determine the matches between the decimal RGB frames and the secret text. The following are the main features of the brute force algorithm [22] :
• The preprocessing phase is not needed;
• A constant extra space is required;
• It always moves the window by just one location to the right;
• Comparisons can be made in any direction;
• The searching phase is considered in the O(mn) time complexity; • 2 n denotes to the expected text characters comparisons. Fig. 5 describes the pseudo-code of the searching process, which is performed by EMA-RKDD to find the matches between the secret text ASCII codes and the extracted video frames. The time complexity (Big -O) of the proposed steganographic video system, as discussed above, is based on the searching process for the exact matched value. The Big -O for the proposed steganographic video system -searching process, however, is O (mn). 
The Random Key-Dependent Data Generation Process
The key generation process is a significant issue that is carefully taken into consideration. The EMA-RKDD system uses a new approach in formulating the key depending on the secret data and on the matching pixels in the video frames. The characters' locations values of the secret text are represented using integer numbers. In particular, each integer is represented as a four-bit binary digit number. This tactic helps us to cut the size of each element on the key from 8 to 4 bits.
Every key must have four fundamental values for each character. In the secret text, every character has an array position in the text. The array index indicates the location of the secret text character. The first value is the corresponding position of the pixels (x, y) in the video frames. The second is the frame number of the corresponding pixels. The third value is the location of the secret text character. Finally, for each key element, the fourth value is the number of digits. The key structure of RKDD is shown in Fig. 6 as each digit on the key is shown separately. Each matched character from the secret text will be removed from the search list during the search process and transferred to the next character. For (n) times, the proposed system will not store any repeated character location in the secret text, but will only take one match from the RGB values of the frame. After the last character has been found, the entire matched locations (x, y) in the frame will be stored in an array and the locations of the characters in the secret text. A sample of a secret text being searched in a selected video is shown in Table  1 . The "thesis test" refers to the secret text. The total number of characters in this example is (11) . Notice that the secret text repeats the characters (t), (e), and (s). Character (t) is repeated at (1), (8) and (11) locations where the character (e) is displayed at (3) and (9) locations. Character(s) exists in (4), (6) , and (10) locations. In this case, only one matching value will be selected randomly by the system and stored for the entire repeated characters represented in the key generation process. This process, especially with large amounts of secret texts, reduces the search time. The character (t) is found in the number of the frame (4) in the pixel of the frame (0, 85). This character is repeated in three locations like (1, 8, and 11) in the secret text. Fig. 7 clarifies the key representation example. Fig. 7 . The RKDD structure for "thesis test" example In representing key values and size, EMA -RKDD uses a novel approach. When the key is generated, the system represents the number of digits for any encountered value, as shown in Fig. 6 , starting from the left. The proposed method takes the search process output as an input to generate the Random Key -Dependent Data (RKDD) process. Fig. 8 describes the RKDD key generation process pseudo code. The key generation process (RKDD) is one of the proposed system's significant contributions. The O(mn) time complexity is considered to be the key generation algorithm.
RKDD Key Decoding Process
The process of decoding is based on the RKDD key. For the extraction process, the video selected by the sender must be taken as an input video. The system starts the RKDD decoding extraction process. The key decoding process begins with reading the first four bits representing the number of digits in the X-axis. After that, the following bits are read to recover the value of the X-axis. After the recovery process, the system's X-axis values move to the next four bits to recover the Y-axis number and the Y-axis values. The method continues with key recovery, frame number recovery, and frame-by-frame recovery of each character frame. Next, by converting the pixel values into the ASCII code, the system builds up the secret text again. The RKDD pseudo code and the process of secret decoding are defined in Fig. 9 . Fig. 9 . The pseudo-code for the RKDD and the secret re-building process
Analysis and Experimental Results
This section discusses the proposed system implementation phase and the entire conducted experiments to evaluate EMA-RKDD technique. The Steganography system has certain features, such as capacity/payload, invisibility, robustness, and security. Steganography system features involved in the evaluation phase of the proposed method. This Section aims to elaborate on the effectiveness of EMA-RKDD Steganography system.
Implementation
The proposed UN-Substituted Video Steganography system (EMA-RKDD) is implemented in Windows 7 of a 64-bit version. In practice, it is implemented on a machine that has a processor of 2.10 GHz Intel Core i3 CPU, with a memory of 4 GB 1067 MHz DDR3. The EMA -RKDD system is implemented using VB.NET.
The Evaluation of the EMA-RKDD System against Steganography System Features
This section provides a thorough appraisal of the EMA-RKDD system against Steganography system core features (capacity, invisibility, and robustness). On the other hand, the security analysis is presented, analyzed, and highlighted. Other performance measures are assessed such as searching time, key and secret text size, and recovery time and accuracy. Finally, a comparison between EMA-RKDD and current video Steganography techniques is constructed and discussed.
A. Capacity Feature
The main benefit of EMA-RKDD is based on its high payload capacity. The system is tested by using distinctive video and secret sizes. The conducted experiment aims to demonstrate that the proposed Stenography system can find a different match number for every single character of the secret text in the covering video frames. The primary test relies on the ability of EMA-RKDD to find out at least a match for each character in the covering video frames. A nominated video called "birds.avi" with a size of 1.42 MB is used to experiment. For this investigation, only 10 extracted frames are used. The selected secret message consists of 1,000 characters. Fig. 10 shows the results of this assessment. Fig. 10 that some characters are found merely in one frame.
In conclusion, the whole secret text character is often found in several frames of the selected video. Another observation is that most of the secret message characters exist or matching in the first four frames. There is no need to choose a large number of frames unless the user desires to spread out the secret message over a large number of frames.
Another experiment was conducted on EMA-RKD. EMA-RKD had been tested on different video sizes with different secret message sizes. Three different videos were selected with only three extracted frames from each video. The candidate secret message sizes are (4, 10, 30, 50, 100, 1000, 2000, and 3000) characters. Table 2 clarifies the results. The test results demonstrate that EMA-RKDD system can find a large number of matches for the secret message. By studying the results, we inferred that the number of matches is based on the selected videos. The scenes in the candidate video, background, and animation all determine the matches' number. The quality of the video, which determines the number of matches and the time of the search, is another significant factor to be taken into account. According to the conducted experiments, the testing results show that the proposed system can find matches for each character in any secret message of any size.
An additional test to evaluate EMA -RKDD's capacity or payload is performed for further details. In this test, the size of the secret message increases each time randomly to assess the ability of the system in finding the matches, as is evident in Fig. 11 . The secret message size ranges from 15 to 707,382 characters, where this is nearly equivalent to a document containing around (1460) pages. 
B. Imperceptibility Feature
Imperceptibility implies that the hidden message must be perceptually and statistically undetectable. The cornerstone of the Steganography system is to hide the existence of the secret message. The EMA-RKDD system finds the matches, generates the random data-dependent key, and then discards the cover-video. Fidelity and quality are the two perceptibility metric values that can evaluate Steganography systems. Fidelity is the perceptual similarity between the cover-video and the Stego-video. In the proposed method, it is proved that the similarity is 100% since the cover-video is processed then wholly abandoned. This idea makes EMA-RKDD be a sole system, unlike other methods that modify the cover-file to conceal the secret message inside it. Quality is the measure of the integrity of the cover file. As mentioned previously, the quality of the cover video preserves. It is unchanged, and there is no added distortion to the frames.
The fidelity matrix represents both; the Peak Signal to Noise Ratio (PSNR) and the Mean Error Square (MES) [23] (please refer to Table 6 ). The PSNR measures the similarity between the cover-video and Stego-video. Both are similar and indistinguishable to each other if the PSNR value catches to be high. The MSE is the statistical difference of the pixel values between the original video and the Stego-video [24] . EMA-RKDD never changes any values of any pixels at all. The best quality is observed when the MSE value is small or close to zero. Calculated MSE value is close to zero in EMA-RKDD.
C. Robustness Feature
Robustness is an important feature that is characterized and addressed by any Steganography system. Robustness is against visual attacks and statistical attacks [23] . Visual attacks inspect the Stego-file visually to find any difference between the file prior and after the embedding process. The EMA-RKDD system does not perform any modifications to the cover media where this denotes that the cover media will not make attention, or suspicion to any hacker. The secret message invisibility is considered the most significant property of this system. Statistical attacks apply mathematical calculations by using computer-aided tools to find some changes to the cover-In short, EMA-RKDD is entirely undetectable and invisible by using visual and statistical attacks.
Security Analysis
The Stego-key is encrypted by applying the encryption algorithm Elliptic Curve (EC), which is based on the Elliptic Curve's discrete mathematical hard problem logarithm. The proposed steganography is also based on the matching values between the secret value and the video pixel selected, producing unchanged stego-video (original 100 percent). Since the results of the experiment showed that there are many matches based on values of(x, y) for each character. The proposed scheme was found to be secure against brute-force attacks from the security perspective.
We conclude that one significant advantage of EMA -RKDD is its improved security against highly qualified hackers. The security aspects are summarized in particular as follows:
1. No changes or modifications on the cover carrier (video). 2. The particular frame extraction method is used to extract the frames. 3. The random selection of the frames is involved in the virtual embedding process. 4. The secret text is divided into chunks based on a number of selected frames. 5. In the matching selection, there are always many matches for each character where only one of them is selected based on the values of (x, y). 6. The Stego-key is generated randomly based on the locations of matches of the characters in the secret text. 7. The Stego-key is encrypted by applying the Elliptic Curve (EC) encryption algorithm.
Searching Time Analysis
The searching speed is an essential concern that is evaluated in the testing phase. During the enhancements which had been performed on EMA-RKDD processes, two-optimization activities are conducted to enhance the system searching time in finding the matches between the secret message and RGB values of the video frames.
The system has been modified to skip any repetitive matched character during the search to overcome any of the factors that may affect the performance in the search. Second, the optimization step divides the secret text into chunks and assigns each chunk to a single frame. In Table 3 , the searching time before the optimization process is highlighted. The check is conducted using two different videos with different sizes and different secret message sizes. Searching time is reevaluated after the optimization process (please refer to Table 4 ). The optimization processes improve the searching time. Before the optimization process, the searching time for a secret text consisting of (10) characters reached to (14.36) seconds, while the searching time after the optimization process for a secret text of (15) characters reached to (0.85) seconds.
RKDD Key Compression Results
A Huffman compression technique is used to compress Stego Key (RKDD). It is clear that the key size (RKDD) is large and must be reduced. There are two advantages to the compression process. First, a new security feature is added. Secondly, it has a significant decrease in size. The system searches for the pattern that has the heights in the key and gives this pattern the lowest weight. The compression process divides the key into blocks (b). To achieve the maximum compression ratio, the Block size (k) is selected. For example, depending on the key size,3-bits,4-bits,8-bits,16-bits, or 32-bits. No reminder is allowed when dividing the key into blocks (b), and all blocks should be of the same size. The process is demonstrated by Equation (3).
Number of Blocks (n) = Overall key Length
Where, n: denotes to the number of blocks. k: indicates the block size.
The EMA -RKDD system performs a complete optimization on the Stego key. The initial optimization step is carried out to minimize the key size, summarized as follows:
1. Represent each integer from (0 to 9) by 4-bits instead of 8-bits. 2. Repeat characters take only one matching location (x, y) for the character to represent this character in the whole text. 3. All matches from the frame are grouped to represent the frame number one time only. Compression is performed, and the key is generated. Fig. 12 shows the Stego-key size before the compression process related to the secret text size. Fig. 12 . Key size before the compression process related to secret text size RKDD key size is lowered after using the Huffman Encoding Technique. The decrease is large. Fig. 13 illustrates a comparison of the key size with different secret text sizes before and after the compression process. Fig. 13 . Comparisons between the key size before and after the compression process
Secret Text Recovery Time
The accuracy assessment is performed on EMA-RKDD. The testing outcomes of recovery process related to textual accuracy are clear in Table 5 . 
Comparing EMA-RKDD to Other Steganography Systems
This Section compares EMA-RKDD system with other existing methods. Table 6 demonstrates the comparison between the proposed method and four previous studies. The comparison is based on the PSNR and MSE fidelity performance measures. The above table shows that the proposed system achieves better results than another existing system in comparison with the current systems. EMA-RKDD is providing higher capacity. The similarity between the cover-video and the original video is 100%, which indicates that there is a high (infinite) obtained PSNR value. Also, the MSE is zero since it measures the distance between the pixel values before and after the embedding process. For the proposed Video Steganography, it is computationally impossible to mount an attack on the Stego-key secret. Since it is based on the discrete logarithm of Elliptic Curve property NP-hard problem (non-deterministic polynomial mathematical hard problem), which in this case uses compact, efficient key size (128-bit) which should give 2128 possibilities for every value of the key that is being attacked with brute force. However, the discrete logarithm problem on elliptic curve cryptosystem is more complicated than the other mathematical problem.
Conclusion
In this paper, we presented an enhanced UN-Substituted Video Steganography approach based on an exact matching algorithm and a random key-dependent data technique. We targeted to extract the exact matches between the secret text and the selected video frames. These matches are used randomly to generate Stego-key. The key is encrypted by applying the Elliptic Curve (EC) encryption algorithm. EMA-RKDD is characterized by its high embedding capacity and robustness against visual and statistical attacks.
The EMA -RKDD scheme is tested against video steganography benchmarks. In terms of capacity/payload, we found that our method can find the matches of any secret message with unlimited sizes. The assessment process reached a secret text size of (707,382) characters, which is approximately equal to a document of 250 pages. In terms of invisibility, the steganography scheme is considered invisible since the selected video is unmodified to be notified by attackers. From the performance perspective, the average recovery time of every single character of the secret text is found to be about 4.6 milliseconds.
The evaluation results of the proposed system are considered extremely encouraging and are using a unique approach that has never been used by any of the existing Steganography systems, previously. Furthermore, the security of the proposed method is enhanced. The proposed system should be adopted by security agencies, military, IoT, and other interested parties. This paper provides a new understanding of the relationships between the secret text and the cover-objects, such as the images and the videos. Accordingly, a future implementation can be performed on other cover-objects, such as text files, HTML, Audio, and protocols. In the future, instead of randomizing, we can study approximation algorithms one more closely.
